This paper provides directions f o r web and ecommerce applications security. In particular, access contra1 policies, workflow security, X M L security arid federated database security issues pertaining to the web and e-commerce applications are discussed.
Introduction
For the effective operation of the web and e-commerce applications, security is a key issue. The security threats include access control violations, integrity violations, sabotage, fraud, privacy violations, as well as denial of service and infrastructure attacks. All of these threats collectively have come to be known as cyberwar or cyberterrorism. Essentially cyberwar is about corrupting the web and all of its components so that the enemy or adversary's system collapses. There is currently lot of money being investigated by the various governments in the US and Western Europe to conduct research on protecting the web and preventing cyberwars and cyberterrorism. In the book by Ghosh [ 7 ] , an excellent survey of the various security threats as well as solutions have been proposed.
As Ghosh points out, the web threats discussed here occur because of insecure clients, servers and networks. To have complete security, one needs end-to-end security; that means secure clients, secure servers, secure operating systems, secure databases, secure middleware and secure networks. There is a lot of emphasis these days on developing security solutions for clients, servers, databases, middleware, operating systems and networks. Programming languages such as Java and systems such as Microsoft's ActiveX are being made secure. Sophisticated encryption mechanisms are being developed for network security. Some of the security aspects are also discussed in ~4 1 .
While some of the underlying systems such as operating systems, the middleware, and databases have to be secure, it is also critical that the web applications have to be secure. These essentially include the database systems as well as the applications. The focus of our paper is to provide some directions for web and e-commerce applications security. We also include directions for related areas such as security for workflow management systems and secure federations. Note that this paper does not attempt to solve any web security problems or discuss any experiences and systems developed. However, some of the solutions, experiences, and systems are given in the references (e.g., [2] and [7] ). Note also that various standards are evolving for web security. These include standards being developed by organizations such as the W3C and OMG (see for example, www.w3c.org and www.omc.org). Security for languages such as Java is also very relevant to the discussions on web security. A discussion of all of these issues is beyond the scope of this paper. We only discuss some of the key points.
Security Directions for the Web and ECommerce Applications

Overview
Various aspects of security are relevant to e-commerce. These include database security, in particular federated database security, workflow security, role-based access control, e-commerce security and XML security. Various efforts have been reported in [13] , [7] , [2] and [ 5 ] . For example, in [ 131 multilevel security issues for federated databases are discussed. Many of these issues are relevant for access control in federated databases also. By contrast,
[21] provides an in-depth coverage of security for ecommerce systems. It described end-to-end security including security for clients and servers as well as transactions. One of the key issues here is how do you protect your assets while collaborating with other organizations. The idea is that each organization must have suitable methods and mechanisms for specifying which information it would like to share while collaborating with other organizations and which information is for internal distribution only. Moreover, we need the ability to specify, for data to be shared outside the organization boundary, which subjects are allowed access to the data and under which privileges. Relevant research efforts made in the field of federated and centralized databases can be exploited. However, there are also some differences between e-commerce and database management system environments that need to be taken into account, these are discussed in the following sections. Additionally, another key aspect in dealing with e-commerce and web security is providing security mechanisms for Workflow Managements Systems (WFMSs) [6] . WFMSs can be used to coordinate and streamline business processes of an organization or of a pool of collaborating organizations. A workflow separates the various activities of a given process into a set of well defined tasks. The various tasks in a workflow are usually carried out by several users according to the organizational rules relevant to the process represented by the workflow. An important issue is thus how to provide mechanisms to regulate the execution of the various tasks in a workflow, for instance tools for specifying authorization constraints on the set of users that can execute the various tasks in a workflow.
Thus we believe that, in addition to the security mechanisms proposed in [7] , the main building blocks for secure e-commerce and web system from the point of view of applications are the following:
Tools and mechanisms supporting the specification of access control policies suitable for the ecommerce environment Secure federations of collaborating organizations Secure Workflow Management Systems In the following, we deal with all the above issues in detail.
Access control policies for e-commerce and the web
Various policies are needed to ensure that users access only the information they are authorized to. Although several efforts have been made [5] in the development of access control models for traditional database environments, the e-commerce environment is quite different from traditional database environments for which such models have been specified. The main difference is that ecommerce requires the ability to specify access control policies more expressive than those provided in traditional DBMSs. In conventional database environments access control is usually performed against a set of authorizations stated by security officers or users according to some security policies. An authorization in general is specified on the basis of three parameters < U, 0, p>. This triple specifies that user U is authorized to exercise privilege p on object 0. Such simple paradigm is not well suited for a dynamic environment like e-commerce that requires revisiting of such paradigm. Furthermore, in an e-commerce environment the resources to be protected are not only traditional data but also knowledge and expertise. Such peculiarities call for more flexibility in specifying access control policies. The access control mechanism must be flexible enough to support a wide spectrum of heterogeneous protection objects.
A second related requirement is the support for content-based access control. Content-based access control allows one to express access control policies that take the protection object content into account. This is an important requirement since very often protection objects with the same type and structure have contents of different sensitivity degrees. In order to support content-based access control, access control policies must allow one to include conditions against protection object content.
A third requirement is related to the heterogeneity of subjects which requires access control policies based on user characteristics and qualifications, rather than based on very specific and individual characteristics (e.g., user IDS). A possible solution, to better take into account user profiles in the formulation of access control policies, is to support the notion of credential [ 171. A credential is a set of properties concerning a user that are relevant for security purposes (for example, age, position within an organization, projects a user is working on). The use of credentials allows the security officer to directly express relevant security policies in terms that are closer to the organizational structure. For instance, by using credentials, one can simply formulate policies such as "Only permanent staff can access documents related to the internals of the system".
We believe that the XML language [ 181 can play a key role in access control for e-commerce applications. The reason is that XML is becoming the common representation language for document interchange over the web, and it is also becoming the language for e-commerce. Thus, on the one hand there is the need of making XML representations secure, by providing access control mechanisms specifically tailored to the protection of XML documents.
On the other hand, access control information (that is, access control policies and user credentials) can be expressed using XML itself. The Directory Service Markup Language [19] provides a foundation for this: A standard for communicating with the directory services that will be responsible for providing/authenticating user credentials. This uniform representation of both protection objects and access control information has several benefits. First, access control policies can be applied to policies and credentials themselves. For instance, some credential properties (such as the user name) may be made accessible to everyone, whereas other properties may be visible only to a restricted class of users. Additionally, the use of an XML-based language for specifying credentials and access control policies facilitates secure credential submission and export of access control policies. Issues related to the protection of XML documents and to the use of XML to represent access control information are discussed in [ 2 ] .
Secure Federations
Once each organization has a set of access control policies (possibly specified in XML) and a proper access control mechanism in place, the next step is providing mechanisms for the interoperation of access control policies among various organizations. This ability is needed because if information and data must be shared across the organization boundaries, different local security policies have lo be represented and integrated at a global level, to guarantee interoperability and to detect possible inconsistencies and security breaches. In this respect, several relevant research efforts have been carried out in the area of secure federated database systems (see for instance [4, 8, 12, 15] ). In most of these proposals, users can state which objects they wish to export at the global level. These objects are then used to build a single federated schema. Access control policies can be specified both at the global and local level, with some mechanism in place to check the consistency of access control information at the two levels.
Specifying and enforcing access control policies in a federated system is a difficult task. Information is duplicated, transformed, and otherwise derived from base should be derived as well. One approach (from the Data Warehouse world) is view security [20] . This approach splits iilforrnation and physical permissions: Permission to access data on a particular system, and permission to access a particular piece of data, are separated. The question "Can user U access object o on system s?" is computed automatically based on the permissions. This saves the task of defining both local and global access permissions on the same object.
Credential-based access control can also simplify the integration task in that it provides a high-level representation of access control policies and a better qualification of authorization subjects. Moreover, the use of credentials offers a spectrum of options that can be used to integrate access control policies at the federated level. For instance, if a tightly-coupled approach is used, each site joining the federation agrees on a common credential scheme. In this case credentials are issued by trusted third parties and are evaluated at the global level against a set of access control policies expressed in terms of the global scheme of credentials. An alternative solution, that we refer to as loosely-coupled, does not require a global credential scheme. By contrast, each site has its own credential sources -where possible, the access control policies scheme that may differ from the scheme of the other sites. Such heterogeneity requires an additional step before performing access control, in that it is necessary to establish a mapping of the credentials associated with the user requesting the access onto the credential scheme of the site to which the access is required.
In a federated environment, different organizations may enforce different security policies. The differences between these policies have to be reconciled when corporations have to collaborate with each other on the web. Figure 1 illustrates security policy integration for ecommerce organizations. We have essentially used Thuraisingham's , view of integrating security policies for federated databases [13]. Note that in the case of schemas, each organization may export schemas, which may be a subset of the schemas for the local organization. However, in the case of security policies, the export policies may be more restricted. That is additional access control mechanisms may be needed for foreign organizations to access data at another site. Policies are not restricted to security. They also include integrity policies and administrative policies. The differences between organizations have to be handled for all types of policies. The business rules discussed earlier may also be a type of policy. Note that this is similar to Sheth and Larson's approach to integrating federated schemas [ 
Secure Workflow Management Systems
Workflow Management Systems (WFh4Ss) have gained popularity both in research as well as in cormner-cia1 sectors. WFMSs are used to coordinate the business processes of organizations and thus they represent one of the key components of e-commerce. With respect to security, one of the key aspects is that of developing suitable access control mechanisms for workflow applications. In what follows we review the most important features an access control mechanism for WFMSs must provide. A first requirement is the support for credential-based uccess control that we discussed in the previous section. A second requirement is the ability of expressing authorization constraints on user assignments to tasks. Such constraints must either be expressed on specific users (e.g., only user Bob can perform a specific task) or may involve credentials and credential properties (e.g., only senior managers can perform a given task). A typical authorization constraint, which is very relevant and well known in the security area, is separation of duties [lo] . It aims at reducing the risk of frauds by not allowing any individual to have sufficient authority within the system to perpetrate a fraud on his own. Separation of duties is a principle often applied in everyday life. E.g., opening a safe requires two keys held by different individuals, approval of a business trip requires approval of the department manager as well as an accountant and a paper submitted to a conference requires review by three different referees apart from the author(s).
If no proper support is provided, constraints like separation of duties must be implemented as application code and embedded into the various tasks. Such an approach makes i t difficult, if at all possible, the specification and management of authorization constraints, given also the large number of tasks that typically occur in a workflow.
A step in the direction of defining an access control model specifically tailored to the WFMS domain is the model presented in [3] . Such a model provides a logical language for defining constraints on user assignment to tasks in a workflow. Such constraint language supports, among other functions, both static and dynamic separation of duties. The model also provides formal notions of constraint consistency, and algorithms to check for the consistency of the constraints and to assign users to tasks that constitute the workflow in such a way that no constraints are violated.
Another relevant research direction is the casting of access control models for WFMSs in the context of the standard for workflow management systems developed by Workflow Management Coalition (WfMC) [ 161. WfMC has defined a standard workflow reference model for the specification of business processes. With respect to access control, such reference model supports a role-based access control model. Roles [lo] , which bear many similarities with credentials, can be seen as a set of actions or responsibilities associated with a particular working activity. Under role-based access control models, all authorizations needed to perform a certain activity are granted to the role associated with that activity, rather than being granted directly to users. Users are then made members of roles, thereby acquiring the roles' authorizations. Thus, an interesting research issue is the extension of the access control model defined by WfMC with innovative features, such as the authorization constraints previously discussed.
Summary and Directions
This paper has described direction for web and ecommerce security. We believe that the main building blocks for secure e-commerce and web applications are the following:
Tools and mechanisms supporting the specification of access control policies suitable for the ecommerce environment Secure federations of collaborating organizations Secure Workflow Management Systems One of the main questions we are asked often is what are the differences between securing say object models and XML documents. In fact we believe that many of the issues and challenges for securing object models apply for securing XML documents also. Furthermore we believe one could learn a lot from the work that has been carried out on securing object models (see for example, 111) and learn from that experience in securing XML documents. In other words, we do not have to come up with entirely new mechanisms for securing the web. WE can use lot of the security mechanisms that have already been developed. Nevertheless there are cases where new solutions are needed and we need to explore these areas. This paper has provided directions for research and development for each of the areas discussed above. There are several areas for further research. First of all, can we define a suitable security architecture for e-commerce? How can we handle differences with respect security polices for different organizations? What are the security concerns? What information management technologies need to be examined? How do we develop security standards for e-commerce? This paper has provided some initial directions in this area. We believe that there are plenty of opportunities for research and development for e-commerce and web security applications.
